ash
SRS

Berger Scientfic Press

Trends in Sociology, 2024, 2(2), 56-69
https://www.bergersci.com/index.php/ts/index
DOI: 10.61187/ts.v2i2.119

Facial Recognition Technology: College Students’ Perspectives

in the US

Yi Wu

How to cite this paper: Wu, Y.
(2024). Facial Recognition Technol-
ogy: College Students” Perspectives
in the US. Trends in Sociology, 2(2),
56-69.
https://doi.org/10.61187/ts.v2i2.119

Copyright: © 2024 by the authors.
Submitted for possible open access
publication under the terms and con-
ditions of the Creative Commons At-
tribution (CC BY) license (http://crea-

tivecommons.org/licenses/by/4.0/).

UC Berkeley, CA, US

yi-wu@berkeley.edu

Abstract: This paper examines U.S. college students’ perspectives on Facial Recognition Technology
(FRT), a pivotal element in digital advancements with broad applications from security to adminis-
trative efficiency. Amidst the significant growth in the FRT sector and emerging concerns over pri-
vacy and ethical issues, this study explores the nuanced views of students through surveys, focus
groups, and interviews. The findings reveal a conditional acceptance of FRT, balanced by privacy
concerns and a call for regulatory oversight. Despite its insights, the study acknowledges limitations
in demographic representation and depth of understanding. The conclusion emphasizes the need
for ongoing research and a balanced approach to FRT, considering the evolving societal implications
and privacy challenges.

Keywords: Facial Recognition Technology (FRT), College Students’ Perspectives, Privacy and Ethics,
Regulatory Oversight, Technology Acceptance.

1. Introduction

The foundational work in automated facial recognition during the 1960s, which con-
centrated on enabling computers to identify human faces, was spearheaded by Woody
Bledsoe, Helen Chan Wolf, and Charles Bisson [1]. This technology, which identifies or
verifies individuals through facial features, has found diverse applications, from enhanc-
ing security to streamlining administrative processes. Its burgeoning presence on college
campuses places students at the intersection of witnessing and experiencing its multifac-
eted impacts. It has emerged as a transformative force in the digital era, mainly due to the
security purpose within the academic sphere of U.S. colleges.

The U.S,, a significant player in the global biometrics market, has seen its facial recog-
nition sector grow substantially, accounting for approximately 37.8% worldwide by 2022
[2]. This expansion is mirrored in the wide-ranging use of facial recognition technology
(FRT) in industries like law enforcement, border control, and educational settings [3]. The
post-9/11 era marked a significant uptick in the deployment of biometric systems for se-
curity reasons, a trend that has continued to evolve and expand.

This rapid growth of FRT use has not gone unchallenged. Concerns over privacy and
potential misuse have led to a pushback against unrestricted deployment. In the U.S,, this
has manifested in a movement to ban or regulate the use of FRT, particularly by law en-
forcement agencies. By late 2020, approximately 13 U.S. cities had enacted laws prohibit-
ing police from using the technology, reflecting a growing apprehension about its impli-
cations. However, this effort has experienced a slowdown, with fewer bans in subsequent
years, indicating a complex, evolving stance on FRT regulation [4].

The concerns are not unfounded. Incidents like the emergence of Clearview Al,
which offered its facial recognition services to law enforcement, have raised alarms about
FRT’s intrusiveness and potential privacy violations. Studies revealing racial and gender
biases in FRT accuracy further compound these concerns, prompting calls for stricter over-
sight and regulation [5].
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These developments are particularly pertinent for college students. They find them-
selves in an environment where FRT’s security and administrative efficiency benefits
must be weighed against potential infringements on privacy and ethical issues. Their per-
spectives on FRT, shaped within this dynamic and sometimes contentious backdrop, offer
valuable insights into this technology’s acceptability and future direction [6].

The perspectives of college students in the United States, at the forefront of encoun-
tering the advancements and implications of FRT, their attitudes are crucial, not only be-
cause of their direct interaction with this technology but also due to their awareness of its
broader societal implications. As FRT permeates various aspects of campus life, students
navigate a complex web of convenience, security, privacy concerns, and ethical consider-
ations. First, as digital natives, college students represent a demographic adept at and ac-
customed to rapid technological changes, including the adoption of FRT. Their viewpoints
reflect a blend of technical savvy, privacy concerns, and ethical considerations, offering
valuable insights into the future trajectory of this technology. Secondly, college campuses
in the U.S. are increasingly adopting FRT for purposes such as enhancing campus security,
streamlining administrative processes, and even tracking student attendance. This direct
exposure to FRT situates college students at the forefront of experiencing its practical im-
plications, benefits, and potential drawbacks.

The application of FRT in academic settings is a dual-edged sword. On one hand, it
promises enhanced security and operational efficiency. For instance, FRT can swiftly iden-
tify individuals on campus, thereby bolstering safety measures against unauthorized ac-
cess or potential threats. Additionally, administrative processes, such as library check-
outs or cafeteria payments, can be expedited through facial recognition, offering conven-
ience and time-saving benefits. On the other hand, using FRT raises significant privacy
and ethical concerns. Students may feel uneasy about constant surveillance and potential
misuse of their data. There are apprehensions about how their information is stored,
shared, and protected [6]. Moreover, the accuracy of FRT and its implications on racial
and gender biases cannot be overlooked, as these factors could lead to discriminatory
practices or misidentification [7].

This paper aims to explore and analyze the perspectives of college students in the
U.S. regarding the use of FRT. By understanding their views, we can gauge the accepta-
bility of this technology among a demographic directly impacted by and influential in
shaping future technological trends. This exploration is crucial in informing policymakers,
educational institutions, and technology developers about the ethical, privacy, and prac-
tical considerations that must be addressed to ensure the responsible deployment of FRT
in academic environments.

2. Law and Regulative Policies

FRT, a sophisticated biometric system that identifies or verifies individuals based on
facial features, has become a focal point of privacy and civil liberties debates in the United
States. Amid concerns about privacy infringement, freedom curtailment, and discrimina-
tion risks, the U.S. has adopted a cautious stance on deploying this technology. Notably,
in the absence of federal legislation targeting FRT, various laws have been enacted by U.S.
state and local legislatures, and the number of recent proposals suggests that more FRT
regulation is forthcoming [8].

2.1. Related Federal-Level Legislation

At the federal level, the United States lacks specific laws governing the use of FRT.
This gap has led to various legislative proposals in Congress, with four significant bills
emerging as potential frameworks for regulation:

Privacy Act of 1974. This act restricts federal agencies from collecting, disclosing, and
using personal information, including facial images. It aims to protect individuals against
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unwarranted invasions of their privacy stemming from the collection of personal data by
federal entities.

Electronic Government Act of 2002. This act mandates federal agencies to conduct a
Privacy Impact Assessment (PIA) where applicable. PIAs are crucial in analyzing how
personal information is collected, stored, shared, and managed in federal systems, ensur-
ing that data handling complies with privacy standards.

Ethical Use of Facial Recognition Act (2020). This bill proposes a moratorium on U.S.
government agencies’ use of FRT. The act forbids any federal agency’s officer, employee,
or contractor from participating in certain activities related to FRT without obtaining a
warrant. This prohibition remains in effect until a congressional commission created by
this act advises on rules regulating the usage and restrictions of FRT for both governmen-
tal and commercial purposes. For protection, the act permits an aggrieved person to bring
a civil action for injunctive or declaratory relief in the appropriate U.S. district court.

Commercial Facial Recognition Privacy Act (2019). The act draws inspiration from
the EU’s General Data Protection Regulation, focusing less on technical limitations and
more on privacy protection, thus gaining significant support from the technology sector.
This bill restricts the collection, processing, storage, or control of facial recognition data
by any entity, mandating that such entities must (1) furnish explanatory documentation
about the capabilities and limitations of facial-recognition technology and (2) secure ex-
plicit, affirmative consent from end users for the use of this technology, following notifi-
cation about the potential uses of the collected facial-recognition data. “Facial-recognition
data” refers to facial characteristics or features that enable the technology to uniquely and
consistently recognize an individual. Furthermore, entities managing facial recognition
data are barred from (1) using this data to discriminate against end users, (2) utilizing the
data for purposes that end users cannot reasonably anticipate, (3) transferring this data to
third parties without obtaining additional affirmative consent from the end user, and (4)
making the provision of affirmative consent a prerequisite for end users to access a prod-
uct.

Facial Recognition Technology Warrant Act (2019). This legislation, with specified
exemptions, forbids officers or employees of federal agencies from employing FRT for
continuous monitoring of one or more persons unless it aids a law enforcement operation
backed by a relevant court order. Additionally, the bill establishes criteria for these court
orders and outlines mandatory testing protocols for facial recognition systems utilized by
federal entities. Furthermore, suppose an individual has been under continuous surveil-
lance that breaches this bill’s regulations. In that case, they have the right to request the
exclusion of any information gathered through such surveillance in legal, administrative,
or similar proceedings.

2.2. State and Local Government Initiatives

In the absence of federal legislation on FRT, state and local governments have started
to enact their own laws:

Washington State Facial Recognition Services Act. This comprehensive law, effec-
tive from July 2021, regulates the use of facial recognition services by state and local gov-
ernments in Washington. It permits the use of such services and introduces several mech-
anisms for regulation. These include accountability reports, manual review requirements,
ongoing surveillance and profiling restrictions, and establishing a working group to con-
tinually assess the technology’s impact on civil liberties and privacy [9].

California’s Facial Recognition Technology Act (Draft). Mirroring some aspects of
Washington’s law, this proposed California bill focuses on collecting and processing facial
recognition information. It emphasizes the need for individual consent, establishes a man-
ual review and testing framework, and sets accountability mechanisms for government
agencies. The bill also restricts government entities” use of FRT, particularly regarding
continuous surveillance and profiling based on protected characteristics [10].
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San Francisco’s “Stop Secret Surveillance Ordinance” (2019): San Francisco passed
landmark legislation prohibiting local police and municipal agencies from using FRT. This
ordinance, passed by the Board of Supervisors, emphasizes protecting personal privacy
from public authority surveillance networks. While it does not affect federal entities like
the San Francisco International Airport and the Port of San Francisco, it places broader
restrictions on municipal surveillance operations [11].

Massachusetts: A Case of Hopeful Compromise. In Massachusetts, lawmakers are
working on a bipartisan state bill to limit police use of facial recognition [12]. This pro-
posed bill represents a compromise: it doesn’t impose a blanket ban but restricts the use
of the technology to state police only. This bill is a critical test of public sentiment toward
using facial recognition by law enforcement.

Other U.S. Cities’ Initiatives. By late 2020, approximately 13 U.S. cities had enacted
laws banning police from using facial recognition technology. However, the momentum
for such bans has slowed, with no new bans passed in 2022 and 2023. Some cities have
even reversed these bans, reflecting a complex and evolving stance on FRT regulation.
Recent legislative efforts have shifted towards regulating government entities rather than
the private sector, focusing on law enforcement. For instance, jurisdictions like Virginia
and Pittsburgh, Pennsylvania, now require prior legislative approval to deploy FRT. At
the same time, Utah mandates a written request to the state agency maintaining the data-
base before conducting a facial recognition search. Additionally, some states have intro-
duced narrow bans on using FRT with police body cameras, such as Oregon, New Hamp-
shire, and California, currently amid a three-year renewable ban. These developments in-
dicate a nuanced approach to FRT regulation, emphasizing oversight and specific use-
case restrictions rather than broad prohibitions [8].

To summarize, the regulatory landscape for FRT in the United States is multifaceted
and evolving. The lack of federal legislation has led to a patchwork of state and local laws,
each addressing different aspects of this complex issue. The primary concerns revolve
around protecting individual privacy, ensuring informed consent, and preventing dis-
criminatory uses of the technology. These regulations reflect a measured response to the
rapid advancement of FRT, balancing the need for security and innovation with the im-
perative to protect civil liberties and individual rights in the digital age. As this technology
continues to evolve, so will the legal frameworks governing its use, necessitating ongoing
dialogue and adaptation among lawmakers, technologists, and civil society. While some
areas, such as San Francisco, have taken a strong stand against the use of this technology
by local authorities, others are finding a middle ground, as seen in Massachusetts. This
landscape reflects a broader societal debate on balancing security, innovation, privacy,
and civil liberties in the digital era. As technology evolves, so will the legal and ethical
considerations surrounding its use, necessitating ongoing dialogue among all stakehold-
ers.

3. Research Methods

The initial phase of this study involved a comprehensive survey, meticulously
crafted with 15 questions that employed multiple-choice and single-choice formats. This
survey was administered to a diverse sample of 102 college students from 22 states, en-
suring a broad representation of perspectives. The questionnaire was designed to explore
various dimensions of FRT, encompassing societal applications, levels of awareness re-
garding accuracy, impacts on privacy, perceptions of security, willingness to share facial
data, concerns regarding the scope of usage, and perceptions of FRT’s role across diverse
sectors.

A prominent concern regarding privacy emerged within the responses after a de-
tailed analysis of the initial survey data. A second survey was conducted to delve deeper
into this critical issue. This subsequent survey, comprising 14 single-choice questions,
aimed to gather comprehensive demographic data, including gender, age, and location.
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The age range of participants was between 18 and 25 years old, which aligned with the
typical university student demographic. This survey further examined the participants’
experiences with FRT, their perceptions of privacy and security, and their attitudes to-
wards applying FRT in various contexts. The sample size of 104 college students provided
valuable insights into the younger generation’s attitudes within a rapidly evolving digital
landscape.

A focus group was conducted to augment the understanding from the surveys and
enrich the study with qualitative data. This group consisted of ten students, each repre-
senting a different state, ensuring a wide range of viewpoints. The focus group session
was instrumental in capturing the nuanced opinions and experiences of the participants
regarding FRT, particularly in terms of privacy concerns.

Additionally, in-depth interviews were conducted with ten other students individu-
ally. These one-on-one interviews allowed for a deeper exploration of personal perspec-
tives and provided a more detailed understanding of individual experiences and attitudes
toward FRT.

Combining surveys, focus groups, and individual interviews, this methodological
triangulation offered a comprehensive view of the subject matter, ensuring both breadth
and depth in the research findings.

4. Results
The following are the survey results for the different surveys that were designed.
4.1. Survey 1

College students in the US exhibit a multi-faceted view of FRT. They acknowledge
its benefits in enhancing security, identity verification, and convenience in various sectors,
yet remain cautious due to concerns over privacy, security, and ethical implications. This
reflects a nuanced understanding that while embracing the advancements of FRT, there is
a critical need for responsible and regulated deployment to safeguard individual rights
and privacy.

4.1.1. Applications and Privacy Concerns

Students identified diverse applications for FRT, such as Security Protection and
Identity Verification. However, these applications are juxtaposed with significant con-
cerns about personal privacy. The high value placed on Security Protection and Identity
Verification (with 89 and 102 responses, respectively) correlates with a strong perception
of the technology’s impact on personal privacy (95 out of 102 respondents believe it has a
moderate to very significant effect). Three students chose others and wrote down the an-
swers: “Personal photos tagging (2); Military (1).”. This indicates an awareness that while
the technology offers substantial benefits in security and identity management, it concur-
rently poses threats to individual privacy.



Trends in Sociology, 2024, 2(2), 45-55. 61

FRT Applications Among College Students
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Figure 1. Students identified diverse applications for FRT.

To answer societal applications of FRT, Identity Verification emerged as the most recognized appli-
cation with 102 responses, followed by Security Protection (89 responses) and Payment Authentica-
tion (75 responses). Access Control and Data Analysis were also noted, receiving 56 and 36 re-
sponses, respectively. Additionally, a few respondents (3) indicated niche applications, including
personal photo tagging and military use, highlighting a broad awareness of FRT’s diverse function-
ality in society.

Scenarios

0% 10% 20% 30% 40%
= Unlocking Phones = Payment Verification = Access Control Public Transportation = Social Media

Figure 2. With multiple answer options, the results indicated varying levels of willingness among
respondents to use FRT in different scenarios.

Eighty-seven respondents were comfortable unlocking phones, making it the most accepted use.
Payment verification followed with 67 responses. Access control systems saw moderate acceptance
with 40 responses. Lesser willingness was observed for public transportation verification and social
media tagging, chosen by 25 and 15 respondents, respectively. Only 4 participants preferred avoid-
ing FRT entirely.

4.1.2. Usage Willingness and Security Perception

There is an apparent dichotomy between the willingness to use facial recognition in
various scenarios and the perceived security of the technology. While most are willing to
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use it for unlocking phones and payment verification, they predominantly rate the tech-
nology as only moderately secure. This suggests a pragmatic approach where the conven-
ience offered by the technology in specific contexts outweighs security reservations, yet
there’s an overarching concern for more robust security measures.

4.1.3. Familiarity with Technology and Concerns About Misuse

The fact that a slight majority (58 out of 102 respondents) are not familiar with the
working principles of facial recognition technology intriguingly intersects with deep con-
cerns about privacy breaches and the risk of misuse. This could imply a correlation be-
tween a lack of deep understanding of the technology and heightened apprehensions
about its potential for misuse and privacy violations. Besides, students are more con-
cerned about FRT’s accuracy; 73 out of 102 respondents said being unfamiliar with it.

= Familiar = Not Familiar

Figure 3. Familiarity with the working principles of FRT.
44 students responded they were familiar, and 58 were not familiar.

= Not Familiar = Familiar = Somewhat Familiar

Figure 4. Familiarity with the accuracy of Facial Recognition Technology.

23 respondents were very familiar, 73 were somewhat familiar, and 6 were unfamiliar.

4.1.4. Future Outlook and Scope of Use Concerns

The cautious optimism regarding the future development of FRT (62 out of 102 re-
spondents being somewhat optimistic) is tempered by concerns about overuse and pri-
vacy breaches. The students” optimism about the technology’s evolution appears moder-
ated by their worries about its expansive application and the potential for violating per-
sonal privacy.
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4.1.5. Applications in Specific Sectors and Impact on Daily Life

While recognizing the potential of facial recognition technology in enhancing con-
venience in daily life (80 out of 102 respondents agreeing), students also foresee its im-
pactful applications across various sectors like education, business, and medicine. The
high number of responses for campus security and face-based payments in the business
sector, for instance, suggests an understanding that while the technology can streamline
and secure operations in these domains, it must be balanced against concerns of privacy
and ethical use.

4.2. Survey 2

Of the 103 respondents, 53.4% were male (55 responses), 45.6% female (47 responses),
and 1% preferred not to say (1 response). The age distribution was skewed towards older
students, with 48.5% being 24 years or older (50 responses), followed by 22-year-olds
(14.6%, 15 responses) and 20-year-olds (12.6%, 13 responses). This spread of age can influ-
ence perspectives on technology and privacy.
4.2.1. Experience with Facial Recognition Technology

A vast majority (93.2%, 96 responses) have encountered FRT, indicating its wide-
spread presence in the lives of college students.
4.2.2. Perception of Facial Recognition and Privacy Rights

Students expressed varying degrees of concern regarding privacy rights. 41.75% be-
lieve it invades privacy to some extent (43 responses), and 13.6% are worried about pri-
vacy invasion (14 responses). However, a significant portion (33.98%, 35 responses) main-
tained a neutral stance, needing more information to form an opinion.

= Concern Regarding Privacy Rights

50

375

25

125

I

To Some Extent Worried Neutral Indifferent
Figure 5. Students’ Concerns Regarding Privacy Rights.

The chart is divided into four categories: those who believe it invades privacy to some extent, those
who are worried about privacy invasion, those who maintain a neutral stance, and those who are
indifferent to this issue.

4.2.3. Awareness of Surveillance Cameras

49.5% occasionally notice cameras in public areas (51 responses), while 35% are some-
what mindful of them (36 responses). This suggests a moderate level of awareness and
concern about surveillance.

4.2.4 Acceptability of Facial Recognition in Different Settings



Trends in Sociology, 2024, 2(2), 45-55. 64

If authorities set it, 45.2% find it acceptable only with explicit notification (47 re-
sponses), and 33% agree if it complies with legal regulations, even without notification
(34 responses).

In school areas, acceptance is conditional for many, with 41.3% requiring explicit no-
tification (43 responses). However, 30% find it completely unacceptable (27 responses).

In residential areas, the responses are divided, with 34% finding it acceptable only
with explicit notification (35 responses) and 34% considering it completely unacceptable
(35).

= Acceptable = Unacceptable

If Authorities Set

e =

Residential Areas

0% 12% 23% 35% 46% 58%
Figure 6. Acceptance of FRT in different settings

If authorities set it, in school and residential areas.

4.2.5. Willingness to Link Facial Recognition with Financial Instruments

Bank Cards: 28.9% find it convenient and are willing to link it with bank cards (30
responses), while 26.9% are unwilling due to privacy concerns (28 responses).

Identity Cards: A plurality of 44.2% see it as an inevitable trend to link facial recog-
nition with identity cards (46 responses), though 20.2% are opposed due to privacy con-
cerns (21 responses).

Student IDs: Opinions are split, with 34.6% agreeing for efficiency reasons (36 re-
sponses) and 18.3% being unwilling due to privacy invasion (19 responses).

= Willing to Use = Unwilling Due to Privacy Concern
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Trends in Sociology, 2024, 2(2), 45-55. 65

Figure 7. Willingness to Link Facial Recognition with Financial Instruments: Bank Cards, Identity
Cards, and Student IDs.

4.2.6. Consultation on Facial Recognition Usage

72.1% of the respondents (75 responses) indicated that they were never asked about
their acceptance of facial recognition in public places, highlighting a lack of public consul-
tation in the implementation of this technology.

4.2.7. Support for Widespread Use

When asked to rate their support on a scale from 1 to 5, the majority scored it a 3
(38.5%, 40 responses), indicating moderate support. However, there's also a notable re-
sistance, with 35.6% scoring it 1 or 2 (37 responses).

In conclusion, college students who participated in the US surveys exhibit a complex
and varied stance toward FRT. While there is a general trend toward conditional ac-
ceptance, significant concerns about privacy and the need for regulatory oversight are ev-
ident. The majority are moderately aware and concerned about surveillance and are cau-
tious about integrating facial recognition in various aspects of society, especially where
privacy and personal data are involved. The results suggest that while students recognize
the efficiency and certainty of the technology in certain contexts, they advocate for a bal-
anced approach that ensures privacy rights and ethical considerations are not overlooked.

4.3. Interviews and Focus Group

Based on the interviews and focus group discussions conducted to gather more de-
tailed opinions about FRT among college students in the US, the following summary en-
capsulates the predominant attitudes and perspectives that align with the questionnaire
results.

4.3.1. Consciousness of Surveillance

Most students know the presence of cameras in public spaces like train stations and
libraries. This awareness often stems from concerns about personal security and privacy.
Some students admitted to not paying much attention, indicating either a sense of trust in
the authorities managing these cameras or a feeling of resignation to ubiquitous surveil-
lance. One student mentioned becoming more observant after a theft incident at their cam-
pus, highlighting security concerns. Others admitted not paying much attention, noting,
“l assume there’s a camera everywhere nowadays.”

4.3.2. Privacy Concerns

Many students believe that facial recognition infringes on individual privacy rights.
The primary reasons include the potential misuse of data, lack of consent, and the invasive
nature of constant monitoring. However, some students feel facial recognition can be im-
plemented without significant privacy violations if adequately regulated. For example, a
student referenced a news story where someone’s facial data was misused, underscoring
fears about a lack of consent and control over personal data.

4.3.3. Trust in Technology

Opinions are divided regarding the security of FRT in familiar scenarios like pay-
ments and during the pandemic. While some students trust the technology for its conven-
ience and efficiency, others are skeptical about its reliability and the potential for data
breaches. A student who trusts facial recognition for payments mentioned, “It's quick,
and I don’t have to worry about forgetting my password,” while a skeptic worried about
accuracy, citing an incident where a payment system misidentified a friend.

4.3.4. Willingness to Use Facial Data

The willingness to use facial information varies. Some students are open to it for con-
venience and modernization. However, recalling data breaches reported in the media,
others expressed reluctance due to privacy concerns.
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4.3.5. Use by State Authorities and Public Places

There is a general agreement that facial recognition by state authorities should be
regulated by law and public policy. Students suggested transparency, explicit notification,
and strict legal compliance to ensure ethical use. A student suggested, “There should be
clear signs when facial recognition is used in public places, like at the train station.”

4.3.6. Use by Private Companies

The use of facial recognition by private entities like social media platforms and banks
is met with more resistance. Concerns over data privacy and the potential for commercial
exploitation of personal information are prominent. Students call for stringent regulations
and opt-in options to protect user privacy. A student objected to social media platforms
using FRT, saying, “It’s creepy how they could track your emotions and use it for targeted
ads." Another expressed discomfort with banks using facial recognition, citing concerns
about financial security.

4.3.7. Application in Educational Institutions

Opinions on the use of facial recognition in schools are mixed. While some see it as a
tool for enhancing security and streamlining administrative processes, others are appre-
hensive about the implications for student privacy and creating a “surveillance culture”
in educational settings. One student appreciated its use for security, saying, “It made me
feel safer on campus.” Another countered, worried about creating a surveillance environ-
ment: “I don’t want to feel like I'm being watched every time I enter the library.”

4.3.8. Perceived Benefits

Some students highlighted facial recognition’s convenience and security benefits,
such as preventing theft and streamlining transactions. However, this viewpoint is not
universal, with many students unable to cite specific positive examples. One mentioned,
“Facial recognition at ATMs could reduce card theft.” Yet, others struggled to identify
unequivocal benefits, reflecting the technology’s complexity.

4.3.9. Concerns about Negative Impacts

The harmful aspects of facial recognition, such as privacy violations and data
breaches, are a significant concern. Many students shared apprehensions about how the
misuse of this technology could lead to financial loss or unwarranted surveillance. One
shared a story about a data leak leading to fraudulent transactions, emphasizing the risks
of FRT in economic contexts.

4.3.10. Outlook on Technology Development

The overall outlook on the development of FRT is cautiously optimistic yet concerned.
Students recognize the potential benefits of the technology but emphasize the need for
ethical growth, robust privacy protections, and regulatory oversight. A student remarked,
“It’s great for innovation, but what about when technology fails or gets into the wrong
hands?”

In conclusion, college students in the US have a nuanced view of FRT. They
acknowledge its potential benefits but remain critically aware of and concerned about the
privacy implications and the need for responsible usage. There is a clear call for regulation,
transparency, and ethical considerations in deploying this technology across various pub-
lic and private life domains.

5. Discussion

As we synthesize the insights gathered from this study, it becomes evident that col-
lege students in the U.S. hold multifaceted views toward FRT. Their perspectives, rooted
in direct experience and a broader understanding of societal implications, offer a valuable
lens to analyze the future trajectory of this technology.
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Students acknowledge the dual-edged nature of FRT in academic settings. On the
one hand, they appreciate the enhanced security and operational efficiency it brings. The
convenience in administrative processes, such as library check-outs and cafeteria pay-
ments, and the bolstered safety measures against unauthorized access are significant ad-
vantages. However, these benefits are juxtaposed against substantial privacy and ethical
concerns. The recurrent theme is apprehension about constant surveillance and the poten-
tial misuse of their data. Worries about storing, sharing, and protecting their information
reflect a deep-seated need for privacy that FRT seems to challenge.

The absence of federal legislation and the varied approaches at the state and local
levels have created a patchwork of regulatory environments. This inconsistency is re-
flected in the students’ perspectives. They are caught in a crossfire of evolving regulatory
efforts, from San Francisco’s outright ban on police use of FRT to Massachusetts” more
measured approach. These developments shape their views on the acceptability and trust-
worthiness of FRT, highlighting the need for clear, consistent, and fair regulations.

The emergence of incidents like Clearview Al’s controversial use of FRT and studies
revealing racial and gender biases in FRT accuracy resonate strongly with the students.
These issues underscore the need for stringent oversight, transparency, and ongoing as-
sessment to ensure FRT is used fairly and responsibly. The demand for unbiased technol-
ogy that respects individual rights is a significant takeaway from the students’ viewpoints.
It is apparent that while students are aware of the basic functionality and benefits of FRT,
a deeper understanding of its workings and implications is somewhat lacking. This gap
suggests a need for educational initiatives to foster a more informed student body capable
of critically engaging with the technology that increasingly permeates their lives.

5.1. Limitations

While this study offers insightful perspectives on FRT from U.S. college students, it
is essential to acknowledge its limitations. Understanding these constraints helps contex-
tualize the findings and guides future research directions. One of the primary limitations
concerns the diversity and representation of the sample. Although the study covered a
broad range of students from different provinces, the demographic might not fully repre-
sent the entire U.S. college student population. Factors such as cultural background, socio-
economic status, and type of institution (e.g., urban vs. rural, public vs. private) can sig-
nificantly influence perceptions of FRT. Therefore, the findings may not entirely encapsu-
late the diverse viewpoints across the broader student population. The study predomi-
nantly captured students’ attitudes and perceptions without delving deeply into their un-
derstanding of the technology. This limitation is critical because the level of knowledge of
FRT can significantly influence opinions and concerns. A more comprehensive grasp of
the technology, its capabilities, limitations, and privacy implications might lead to differ-
ent perspectives.

The study’s findings are a snapshot in time and may not account for the rapidly
evolving nature of FRT and its societal implications. As technology advances and regula-
tory landscapes shift, so too might student perspectives. Continuous research is needed
to track these changes over time. While the study employed surveys, focus groups, and
interviews to triangulate the data, each method has inherent limitations. Surveys, though
broad-reaching, often lack the depth that qualitative methods provide. Focus groups and
interviews, while offering depth, may not capture the breadth of perspectives and are
subject to biases based on the participants” willingness to share and the dynamics of the
group or interviewer-participant interaction. The presence of biases, such as selection or
response, cannot be overlooked. The participants who chose to engage in the study might
have more pronounced opinions about FRT, either positive or negative, thus skewing the
data. Additionally, participants may provide socially desirable responses in self-reported
data rather than their true feelings, particularly on contentious issues like privacy and
surveillance. Given these limitations, caution should be exercised in generalizing the
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study’s findings to all college students in the U.S. While the results offer valuable insights,
they represent a specific sample at a particular time and may not fully reflect the entire
population’s views.

5.2. Future Studies

Students’ perspectives, characterized by cautious optimism tempered with signifi-
cant privacy and ethical concerns, signal a complex but not entirely pessimistic outlook
for the future of FRT. They envision a landscape where FRT can coexist with confidenti-
ality and ethical considerations, provided robust regulation and responsible use exist.
Their insights indicate a desire for a balanced approach, where the benefits of FRT are
harnessed but not at the expense of fundamental rights and freedoms. Building upon the
current study’s insights and recognizing its limitations, several avenues for future re-
search emerge. These directions are crucial to deepen the understanding of college stu-
dents’ perspectives on FRT and address the broader implications of this technology in
society.

Future studies might aim for a more diverse demographic and geographic represen-
tation. This includes reaching students from various educational institutions, including
community colleges, vocational schools, and online universities. Expanding the research
to welcome international students to the U.S. can provide a more global perspective.

Implementing longitudinal studies would allow researchers to track how students’
perceptions of FRT evolve, especially as they are exposed to rapid technological advance-
ments and changing regulatory landscapes. Such studies can provide valuable insights
into the dynamic nature of public opinion regarding emerging technologies. Further re-
search could focus more intensely on students” understanding of FRT. This might involve
assessing their knowledge of FRT’s capabilities, limitations, and potential privacy and
data security risks. Understanding this aspect can reveal how technical literacy influences
perceptions and concerns about FRT.

Integrating perspectives from various disciplines, including psychology, sociology,
computer science, and law, can enrich the understanding of how FRT is perceived and
can be ethically integrated into society. For instance, combining technical assessments of
FRT with sociological analysis of its societal impacts could provide a more holistic view.
Investigating students” preferences for FRT policy and regulation could give valuable
feedback to policymakers. Understanding what kind of regulatory measures — such as
consent protocols, data protection standards, or usage limitations — students find accepta-
ble can guide the development of more effective and publicly promising FRT policies.
Employing advanced data analysis techniques, such as machine learning algorithms, to
analyze large datasets of student opinions on FRT can uncover patterns and trends that
might not be evident in smaller, qualitative studies.
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